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This document describes how to configure roles and permissions when NDAS (the Nirva Directory Access
Service) is used to authenticate users with an LDAP server.

NDAS provides an alternative to Nirva’s default user authentication. When NDAS is used, the normal Nirva
application roles are unavailable. Instead, NDAS provides its own mechanism for assigning permissions to a
user session.

Overview

When an application is configured with its “Application for security” set to “(NDAS)”, Nirva sends all its
requests for userid/password validation to NDAS. NDAS processes such a request by querying an LDAP
server.

If the LDAP server indicates that the userid/password combination is valid, NDAS can assign permissions to
the user session. NDAS provides a number of different methods of configuring roles and permissions. Before
beginning configuration, the administrator must decide which method will be used.
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Figure 1 NDAS security overview

This document focuses on NDAS roles and permissions. It does not cover other aspects of NDAS
configuration. It assumes that NDAS has been configured with at least one LDAP server.

The following points should be noted:

m The goal is to assign permissions to an authenticated user session. A role is simply a collection of
permissions. Using roles makes it easier to manage permissions.

m Each LDAP server can be configured with a different method of assigning permissions to users.
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m A server can be specified as the security server for more than one application. Roles and permissions
must be configured in NDAS for each application for which NDAS has been specified.

m Some understanding of LDAP servers is required, in particular the naming of LDAP objects using
Common Names (CN), Organisational Units (OU) and Domain Components (DC)1.

Deciding on the permissions method

Before starting to configure NDAS roles and permissions, decide on the method that you will use. Each
LDAP server configured within NDAS can have its own method. Section Available permissions methods
below describes the methods available. Each method has its own section in this document where the
rationale and method for implementing it is described.

In each case, the method is specified on the NDAS server Permissions processing tab. To reach this, begin
with the NDAS service configuration page. This lists the configured servers.
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Figure 2 NDAS list of LDAP servers

Click the configuration icon for the server being configured. This displays a page with multiple tabs. Each tab
displays a set of values configured for the selected server. Click on the Permissions processing tab to
proceed.

' There are various products available for free download that will display the contents and structure of an LDAP server,
e.g. Softerra LDAP Browser 2.6 available from http://www.ldapbrowser.com/download.htm. These may be useful in
providing the information required to configure NDAS.
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Figure 3 NDAS: LDAP configured servers

Available permissions methods

Following is a list of the methods that NDAS makes available for assigning permissions to an authenticated
user session:

1. NDAS will never assign any permissions to any user session. See the section entitled NDAS assigns
Nno permissions.

2. The LDAP server assigns each user to a named group. NDAS maps each server group to an NDAS
role. See the section entitled Group supplied by the server.

3. The LDAP server provides the names of the NDAS roles. See the section entitled NDAS role names
supplied by the server.

4. The LDAP server provides the names of the Nirva permissions. See the section entitled Nirva
permissions supplied by the server.

Method 1: NDAS assigns no permissions

Rationale

NDAS can be configured to assign no permissions to a user session. It will still check that the user has
supplied a valid userid/password combination but the session will begin with no permissions at all.
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On the face of it, this may not appear very useful; once a user has logged on, their session will have no
permissions assigned. However, there may be situations in which an application has been written to assign
its own permissions each time a session begins. But remember that NDAS can handle the security for
multiple applications and other applications might require NDAS to assign permissions. In this case, this
would not be the correct choice.

When NDAS assigns no permissions, NDAS roles are not used.

How to configure

Ensure that the server’s Permissions processing tab is displayed.
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Figure 4 NDAS Permissions processing tab: No permissions processing

For How to obtain session permissions select No permission information is available in the directory (NDAS will assign
no permissions). Click the Update server button to save any changes. In this case, NDAS will ignore all other
values on this tab.

Method 2: Group names supplied by the server

Rationale

Each user’s entry in an LDAP server contains a number of fields. One of the fields can be specified as
containing the names of a number of groups to which the user belongs (it is a multi-valued field). The user is
assigned to these groups by means of the LDAP server’s administration functions.
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When NDAS has authenticated a user, it reads the set of group names assigned to the user and maps each
to the name of an NDAS role. NDAS assigns all the permissions specified by all the specified roles to the
session.

This is a good choice when the Nirva application(s) are stable. When a new user joins the organisation, they
can be added to the LDAP server and assigned to one or more groups. They are then automatically
authorised to use the functionality of the Nirva application(s) that they require.

It is also a good choice because it requires no structural change (such as addition of a new field) to the
LDAP server.

For this to work, a number of NDAS roles will be required. See section NDAS Roles for information on
configuring NDAS roles.

How to configure

Ensure that the server’s Permissions processing tab is displayed.
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Figure 5 NDAS Permissions processing tab: group names supplied by the server

Choose the following options:

m For How to obtain session permissions select Use group or role names listed in a field in the user's directory

entry.

m  For Name of field containing group names, role names or permissions enter the name of the field in the user
record where the LDAP server stores the user’s group names. For a Microsoft Active Directory server,
this name is “memberOf”.

m  For How to map group names to role names select Group names are mapped to role names as specified below.
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m  For Group name to role name mappings specify one or more lines of test. Each line must contain a server
group name followed by a colon followed by the name of an NDAS role. For example:

CN=NvApp Admin,OU=Security Groups,OU=MyBusiness,DC=MyCompany,DC=com:Administration
CN=NvApp Invoicing,OU=Security Groups,OU=MyBusiness, DC=MyCompany,DC=com:Invoicing
CN=NvApp Reporting,OU=Security Groups,OU=MyBusiness, DC=MyCompany, DC=com:Reporting

In the example above:

m User1 might be assigned to the groups nvapp Invoicing and Nvapp Reporting on the LDAP server.
When NDAS authenticates User1, the Nirva session will be assigned all the permissions specified by
NDAS roles Invoicing and Reporting.

m User2 might be assigned to the groups nvapp admin on the LDAP server. When NDAS authenticates
User1, the Nirva session will be assigned all the permissions specified by NDAS roles administration.

Method 3: NDAS role names supplied by the server

Rationale

Each user’s entry in an LDAP server contains a number of fields. One of the fields can be specified as
containing the names of a number of NDAS roles (it is a multi-valued field). The values (role names) in this
field must be specified by means of the LDAP server’s administration functions.

When NDAS has authenticated a user, it reads the set of NDAS role names assigned to the user and
assigns all the permissions specified by those roles to the session.

This method will rarely be used because it would probably require some specific modifications to the LDAP
server to add the field before it can be used. Its advantage is that it transfers some of the user administration
tasks from Nirva to the LDAP server where users are normally added and removed. However, before using
this method, you should be certain that using server groups is not a satisfactory option (see section Group
names supplied by the server).

For this to work, a number of NDAS roles will be required. See section NDAS Roles for information on
configuring NDAS roles.
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How to configure

Ensure that the server’s Permissions processing tab is displayed.
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Figure 6 NDAS Permissions processing tab: role names supplied by the server

Choose the following options:

m For How to obtain session permissions select Use group or role names listed in a field in the user's directory

entry.

m  For Name of field containing group names, role names or permissions enter the name of the field in the user
record where the LDAP server stores the user's NDAS role names. The screen shot above shows the
name ndasroleNames but this will be different in each case and depends upon how the LDAP server is
configured.

m  For How to map group names to role names select Group names are the same as role names.

m Leave the field Group name to role name mappings empty (NDAS ignores any value entered here).

Method 4: Nirva permissions supplied by the server

Rationale

Each user’s entry in an LDAP server contains a number of fields. One of the fields can be specified as
containing the names of a number of Nirva permissions (it is a multi-valued field). The values (permissions)
in this field must be specified by means of the LDAP server’s administration functions.
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When NDAS has authenticated a user, it reads the set of Nirva permissions assigned to the user and
assigns each to the session.

This method will rarely be used because it would probably require some specific modifications to the LDAP
server to add the field before it can be used. It will also require a lot of administration because there is no
mechanism for keeping the user’s permissions in line with those available on the Nirva server.

When NDAS obtains the permissions from the LDAP server, NDAS roles are not used.

Permission formats

Each value in the LDAP server's permissions field specifies a single permission (one field can contain
multiple values). The format of a permission is one of the following:

m For an application permission, app: :permission where app is the name of the Nirva application and
permission i the name of the permission (note: the two colons separating app and permission).

m For a service permission, :serv:permission where serv is the name of the Nirva service and
permission IS the name of the permission (note: one colon precedes serv and one colon separates

servand permission).
m For a Nirva system permission, : :permission (note: two colons precede permission).

m For a web service permission, : (webserv) :permission where webserv is the name of the Nirva web
service and permission is the name of the permission (note: (i) one colon precedes webserv and one
colon separates webserv and permission; (ii) webserv is enclosed in parentheses).
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How to configure

Ensure that the server’s Permissions processing tab is displayed.
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Figure 7 NDAS Permissions processing tab: permissions supplied by the server

Choose the following options:

For How to obtain session permissions select User's permissions are listed in a field in the user's directory entry.

For Name of field containing group names, role names or permissions enter the name of the field in the user
record where the LDAP server stores the user’s permissions. The screen shot above shows the name
ndasPermissionNames but this will be different in each case and depends upon how the LDAP server is
configured.

NDAS ignores the value selected for How to map group names to role names.

NDAS ignores anything in the field Group name to role name mappings.

NDAS Roles

Multiple Nirva applications can have NDAS specified for their security. A single NDAS role can specify the
permissions for multiple applications.

Each NDAS role consists of a name to identify it, a description and a set of permissions.
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To configure an NDAS role, begin by opening the NDAS configuration page.
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Figure 8 NDAS list of LDAP servers

Then click the Roles button at the top of the page. NDAS displays a list of roles already configured.
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Figure 9 NDAS list of roles

Clicking 6 next to a role will remove it.
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To update a role, click next to its name in the list. To add a new role, click the New Role button at the top
of the page.
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Figure 10 NDAS role configuration page

The role’s configuration page shows:
m jts name
m its description
m a section for the Nirva system
® a section for each service
m  a section for each application
®m a section for each web service (none shown in the example above)

If this is a new role, you must supply its name and, optionally, its description. For an existing role, you can
change its name or description if necessary.
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Click on the triangle at the start of each row to show the permissions for that section.
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Figure 11 NDAS role configuration page with permissions

Tick a checkbox to add the permission to the role or clear the tick to remove the permission from the role.
When all the permissions have been set, click Update role to save the changes.

When you have set the permissions correctly, click the Update role button (or Add role for a new role).

Active Directory Administration

This section provides an overview of administering Active Directory in readiness for use with NDAS.

The example assumes that Method 2: Group names supplied by the server has been chosen in the NDAS
configuration. This means that all that needs to be done in the Active Directory administration is to ensure
that the correct users exist and are members of the correct groups. It may also be necessary to create the
groups.

Depending upon the version of Windows Server, the administration tools you have available may vary from
what is shown here. On a given version of Windows Server, you may have more than one tool available in
which case your choice of tool is down to personal preference. The examples shown here use the Server
Management tool provided with Microsoft Windows Server 2003 for Small Business Server Service Pack 2.

Figure 12 shows the Server Management tool as it initially starts up.
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Figure 12 Windows Server Management tool - initial startup
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Active Directory: Add a Security Group

In the tree in the left hand pane, click on Security Groups (see Figure 13).
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Figure 13 Windows Server Management tool - Manage Security Groups
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Click on Add a Security Group to begin the Security Group wizard. See Figure 14.

Add Security Group Wizard |

Welcome to the Add Security Group
Wizard

Thiz wizard adds a zecurity group and defines the aroup membership.

To continue, click West,

¢ Back

Cancel |

Figure 14 Add Security Group Wizard - first page
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Click Next. You will be presented with a form where you can enter the name of the group (mandatory) and its
description (optional). See Figure 15.

Add Security Group Wizard |
Secunty Group Information
“'ou muzt specify a name and dezcrption for the securnty group. A

MHame of the zecurty group:

INirva.-’-‘-.pp Irvaicing

Description;

ILlsers if thiz group are authorized to use the invoicing functions of the Mirvaspp

< Back I Hewt > I Cancel

Figure 15 Security Group Information
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Having filled in the Security Group Information form, click Next. The Group Membership page is displayed
(see Figure 16). On the left is a list of previously defined Active Directory users and groups. Select those
users and groups that will have membership of the new group and click the Add button (a group can be a
member of another group — in this case the added group’s members will become members of the new
group). Then click Next. If you have not yet created the required users, you can click Next without adding
any users or groups to create an empty group.

Add Security Group Wizard Ed |
Group Membership @
Y'ou can add ugers and groups to the security group. A
Uzerz and Groups: Members of thiz securty group:
N armne Description & Add M arne |
F¥odministratar | Builtin acc
£ Guest Built-in acc Hamevs
m Domain Cornputers Al workstal
?,-: Domain Contrallers Al darmair
?,-L Domain &drming Cesignatec
?,-: Damain Uszers Al darmair 1
?,-; Fax Operatars Merbers o
m Folder Operators Mermbers o
?,-: Mail Operators Members o
m Remote Operators Mermbers o
m SharePaint Administra..  Members o
?,-: Damain Power Uszers Members o
-
pln—— _'*I_I

< Back I Mewxt = I Cancel

Figure 16 Group Membership
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When you click Next, the final page of the wizard is displayed. See Figure 17.
Add Security Group Wizard |

Completing the Add Security Group Wizard

YWhen pou chok Finigh, the wizard will complete the following tagks:

Create a security group with the following name:
Mirvadpp [nwvoicing

_ir,J To print, zave, or e-mail thiz information, click here.

¢ Back I Finizh I Cancel

Figure 17 Add Security Group Wizard - last page

Click Finish on the last page of the wizard to save the new security group.
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Active Directory: Add a User to a Group

Click on Users in the main window pane.

This section assumes that you do not need to add a new user; the user who will use the Nirva Application
already exists in the Active Directory database. If this is not the case, click on the Add a User or the Add
Multiple User link. A wizard will start and guide you through the process of creating a new user.

To add a current user to an existing security group (if the group does not exist, create it first as described in
the earlier in Active Directory: Add a Security Group).

3__!5erver Management

‘ﬁd File Action Wew Favorikes

Window

Help

@ o | BM(FER 2 m

jﬁ Home Page
E@J Skandard Managerment
[#-(#H To Do List

f! Client Computers
- | Server Computers

(- %] Advanced Management

¥ Change User Properties

=4 Printers i’g Change User Permissions
9‘__.‘ Diskribution Groups "‘3’2 Configure Password
s;: Security Groups Policies

LA User Templates “3‘; Configure My Documents

Redirection

i’g Change Mailbox and Disk,
CQuoka Limiks

gz Offer Remote Assistance

“3’3 Disable Account
)( Remove Lser

= Manage Computers
o Refresh

@ More Information

=
o
=
o

& Manage Users

| E-Mail Address | Logon Mame

-

= AN NN ENENEN ENEY ENEN ENENEY ENEN ENENEN I Y PN Y

[+ 71y InFormation Center
#-24 Internal Web Site 2} Home
IZII---E:;D Fan (Local) [ﬂ add a Lser
I:I---!_k‘:j Monitoring and Feporting ]
[Hg i Internet and E-mai ﬂ Add Multiple Users
-5 Shares (Local) P Change Password Previousl y defined
#-53) Backup =
v . 2+ Add User ko a G . -
(i Licensing %% fdd Usertos Group Active Directory users
- M1 Users "3\2 Rename User

are listed here

Figure 18 Active Directory Manage Users page
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If the Nirva user does not already Arthur Williams Properties EE
exist, click on Add a User. This

opens a wizard that takes you b ember Of I hal-in I E nvironment I Sesziong I Remate contral
step by step through the process TerminalServices Prafile I CO+ I Exzhange General
E-maill &ddrezses I Exchange Features I Exchange ddvanced

of creating a wuser. In this
document, it is assumed that the
required user already exists. In g
this case, double click the name of

the user to be added to Nirva. A
window similar to that shown in First name: I.-’-'-.rthur Initials: I—
Figure 19 will open.

General | Address I Aocount I Prafile I Telephones I Orgatization

Arthur Williams

Lazt name: IWiIIiams
Digplay name: I.-’-‘-.rthur Williams
Deszcriptiorn; IInw:uiu:ing
Office: |

E-mail: I.-“-‘-.rthur.Williams@mycnmpany.l:l:um

Telephone number: IEI'I B32 496719 Other... |

Wweb page: I Other...

] I Cancel Apply | Help |

Figure 19 Active Directory User Properties
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Click on the Member Of tab. Any

. . Arthur Williams Properties |
groups of which the wuser is
already a member are displayed. Terminal Services Profile I COM+ I Exchange General
See Figure 20. E-mail Addresses | Exchange Features I Exchange Advanced

_ General | Address I Account I Prafile I Telephones I Organization
Click the Add... button. The Select Member OF | Dial-ir I E nvironmet I S essiohs I Riemate control

Groups dialog box is displayed.

See Figure 21. Type the name of Member of —

the Active Directory security e |_Active Directory Folder BN
) Dornain Uzers Docuplus.com/Users

group. Then click the Check EMLibrary Users Docupluz.comdUsers

Names button. If the group name b obile Users Docuplus. comAdpBuzineszS ecunty Groups

. . . . . Profeszional Serv... Docuplus. comMpB uzineszS ecurity Groups
is valid, Active Directory will Rermote Web Wi, Docuplus. comMpB uzinesz,"S ecurity Groups
underline it. If you are not sure of Server Operators Docuplus. comd/Builtin
Sophos Conzole .. Docuplugz.com/Users

the name, you can click the Sophos DB Admine  Docuplus.comdU zers

Advanced button to perform a Sophos DB Users  Docupluz.comU zers

search. Sophostddminizt...  Docuplus.com/sers -
a | ®

Once you have entered a valid

group name, click OK to return to Add... | Bemove |

the User Properties box. Then

click OK to save and close. Primary group: Domain Users

The group will now be returned to Set Prirnany Group | There iz no need to change Primary group unless

= wou have Macintosh clients or POSE=-compliant

NDAS when the user logs on. applications.

k. I Cancel Smply Help

Figure 20 Active Directory User Group Membership

Select Groups EH

Select thiz object type:

IGrn:nups ar Built-in gecurity principals Object Tupes...

Erarn thiz lozatiaon:

IM'_-,-':::::rnpan},-: com Locations...

Enter the object names to select [examples]:

Mirvatpp Invaicing Eheck Hames

i

Advanced... | ] I Cancel

Figure 21 Active Directory Select Groups
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